Rapid Initiative Assessment for Counter IED Investment

1

Charles Twardy', Ed Wright?, Kathryn Laskey®, Tod Levitt*, and Kellen Leister

GeorgeMason University
4400 University Drive
Fairfax, VA 220364400
[ctwardy, klaskey tlevitt, kleistef@gmu.edu

Abstract

There is a needo rapidly assess the impaaot
new technalgy initiatives on the Counter
Improvised Explosive Device battle in Iraq and
Afghanistan. The immedia¢ challenge is the
need for rapid decisions, and a lack of
engineering test data to support the assessment.
The rapid assessmenmtmethodology exploits
available information to build a probabilistic
model that providesan explicit executable
representation fothe initiativeDs likely impact
The model is used tgrovide a consistent,
explicit, explanation to decision makers on the
likely impact of the initiative. Sensitivity
analysis on the model provides analytic
information to support development of
informative test plans.

INTRODUCTION

The mission of theJoint Improvised Explosive Device
(IED) Defeat Organization (JIEDDG$ to defeat IEDS @S ey ynmanned surveillance platfarmor a newly
weapons of strategic influence. In support of this MISSIONgep|oyed military-intelligence team®Plausible measuse
JIEDDO has put in place a process to field new countergch agasualtyavoidance potential aso high-level and
IED initiatives much more rapidly than the traditional ontexispecific that thewre of little use in evaluating the

Department of
traditional military procurement, there is an extensiver, example

Defense procurement proceds.
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period of weeksr months,there isa set of initiatives in
various stages of consideration for initial or continued
funding. The funded initiativesand funding levels
constiute a OportfolioO selected from all other alternatives
of funding/nonfunding and possible amounts to fund for
each initiative

There are many possible analytic Portfolio Selection
formulations, butimplementingany of themrequires an
implicit or explicit rankng of alternative portfolios A
ranking, in turn, requires a way to measure, or at least to
place bounds on, the value of a portfolio. Measuring the
value of a portfolio requires iturn that one or more
measures of value be associated with indigidnitiatives

in the portfolio. These measures must be comparable
across initiativesso thatthe portfolio selection process
can compare portfolios containing different sets of
initiatives.

It is not obvious that measurean be developethatare
compaable acrosshe rangeof initiatives JIEDDO must
consider.For example how shouldthe value of a new
jamming mechanisnbe compared againsf the valuea

performance of a specific initiative in its intended context
the casualty avoidance potential of a

period of testing and evaluation before any new system iBmmer depends ditally on the context in which it is

fielded.

While effective, the traditionalprocurement

approach can take yearsfield a new systenif JIEDDO
is to meet its charge falapid response to IED threat,
cannot wait for the results of extensive testing. '“Steaqammer will not reduce casualtied/e seek conditional
rapid funding (and rdunding) decisionsamust be made
with limited information The initiatives involvediverse
technologes acrossa wide spectrumof potential GIED

applications and are fielded

in multiple theaters

Initiatives arrive for consideration on #equent but
irregular basis.

JIEDDO J9 Divisiof hascalled tie problem of deciding
which initiatives to fundOPortfolio Selectio®Acrossa

employed: if no radieontrolled IEDs are encountered, or
if any encountered IEDs are disabled without the
necessity of jamming, then even a highly effective

measues: given that the jammencounteredn IED that
is susceptible to jammingvhat is the chance the jammer
prevented detonation?

Furthermore, measures for new initiatives must be
developed very rapidly, because the time to consider
initiatives before makig funding decisions must be as

short as possibleThe method should identify parameters

for further data collection. Then when additional test,
operational or field data is collectatishould be possible
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to update theseneasures and metrics basedtba new The impact assessment methodologystalsa
information

It

follows

that a JIEDDO initiative assessment

methodology must provide an analyst with a way to_
rapidly:

Formulate analytic measures or metrics for each
initiative that are comparable across initiatives and
therefore can be used as ump to the Portfolio

Enable identification of information collection
prioritiesfor future testing.

Integrate witha portfolio managemenprocess, which
will optimize investment in a set of-[ED initiatives.

Provide a consistent, repeatableand extensible
model The BN methodology provides an explicit
model, integrating all available knowledgehat can

Selection analysis; be extendedwhen additional information becomes

- Generate an explicit analytical representation of the  available form testing.

explanation for how the initiative will work;

- Predict the qualitative impact of the initiatve on 3 METHODOLOGY

consistent and comparable measures or metrics; This section discusses thapid assessmemiethodology

- Use data wheravailable to estimate those measuresand the sensitivity analysis metrics that we use.
or metrics for new initiatives;

- ldentify parameters for which additional testing 3.1 RAPID ASSESSMENT METHODOLOGY

would have significant payoff; and
MOPs

- Update those same measures and metrics based on SME
new test, field or operations data. K \

In this paperwe present such an initiative assessment )

methodology and demonstrate #gplication to a case Explanation

study. \ '\
2 MODELING APPROACH O\ Q.

We created a structured modeling methiod C-IED O—0O
initiative analysis,based on Bayesian networks (BNSs).

SME

N/

BNs provide an intuitivegraphcal representation of a .
structural model, andpropagate local uncertainties \ '\
through the modelThe method has twop-level steps:
g P p Sps <+ SME

1. Identify the relevant Measures of Performance
(MOPs). MOPs have been identified by JIEDDO for
important classef C-IED initiatives. Using a
common, consistent set of M® allowscomparison
of diverseinitiatives.

Figure 1. The Rapid AsessmenProcess

Although themethodology is described b&lcas a 5step
process,in practice it is a notfinear process involving
continuous feedbacéndfrequent interaction with SMEs,
asdepictedn Figure 1.

Identify MOPs
Create a variable for eadhOP.

2. Model the dependencef the MOPs on systemand
environmental variablesA BayesianNetwork (BN)
model is developed torepresentthe influence of
importantsystemandenvironmental variables on the 1.
MOPs. By necessitythe model iggeneral,in many
casesreflecting only qualitative assessments of the

influences. - Specify clear operational definitions for each variable

Because engineering test results are not available at initial Determine the state space for each variable

assessment, the modeling approach muestploit -
knowledgein whatever form it is available Typically,
knowledgecomesfrom Subject Mater Experts (SME) at
JIEDDO and elsewhere, from requirements documents
from the field, from the contractor who is proposing the
initiative, and from experience hitprevious initiatives.
This information is assembled into a BN to predict the
likely impact of the initiative. 2.

Identify primary indicators of the MOPs. Connect
each MOP directly to a variable that toggles the
initiative on and off (or switches among altetimes).
Estimate the MOPs using the modéissess the
model to rank the MOPs according to need for
refinement

Generate an Explanation



Implement the explanation as a probabilistic model dx ) .
repeat until satisfied or out of time: iii. a/plots for select parameters identified
in previous steps, and of practical
interest (e.g. because we can test or
control them)

Select most important viable to refine. Make that
the target.

Refine definitions and state space for the variable.
(For example, transform a qualitative Ohigh, med,5'
lowO variable to a quantitative one.)

Determine the Sensitive Parameters (SRXeate
final ranked list of SPsfor each MOP. Use both

. o , subjective judgment from the modalilding and
Identify the OfirsbrderO causes and effects of the  formal methods such as:

target.

. ] Mutual information table
o Identify theprimary causes of the target.

Link strength graphs
o Identify any additional key indicators

(typically effects that are easier to measure.
than the target itself)

dx
a/ plots for select parameters

o Create variables for the causes and3.2 SENSITIVITY ANALYSIS

indicators

. ) L We employfour mainkinds of sensitivity analysis:
o Specify clear operational definitions for

each variable 1. Global sensitivity to findings: Mutual Infer

matio
o Determinethe state space for each variable " o o )
) . . Local sensitivity to findings: Link Strenigt
Determine the dependence relationships among the

variables Estimatdocal distributions. 3. Sensitivity to CPT parameters

o Determine the structural assumptions for the 4 dx

—- plots for sensitivity to CPP parameters.
local probability distributions dy P y P

o Determine the values of any free parameters\We describe these below.

Asses the target variable 3.2.1 Mutual Inform ation

Select various combinations of causes (parents) anlglutual
indicators (children) Instantiate variables. Assess
whether results for the target are in line with
expectations, or at least justified. Modify and rechec
as required.

information measures the information gained
about one variable by learning another. Ketbe a factor

of interest and let Y be a MOP or other variable of
iﬁnterestLetMI(X,Y) be the mutual information betwe&n

andyY, and letH(!) be the embpy in a variable. Then:
Select vaious states of the target and evaluate

distributionsof parents and children, to ensure they MI(GY)=H(X)-H(XIY)
are also justified. Modify and recheck as required.  Mutual informationis an absolute measure whose scale
Document assumptions & limitations Quantify varies with the number of states of the variablége

uncertainties and bound errors, if possible Determinéanght consider three variantall on a scale from zero to 1.
what you mat need to know next. Scaled Ml uses a scale in whichisthe MI of a uniform

distribution onY. This is useful for trackingrogressin

Evaluatethe model ) . . : .
learning Y, such as in a senstasking system, since it

o Internally, by team review provides a stable reference.
o Internally, via sensitivity analyses Normalized M| uses a scale in whichis the highest Ml
o Externally, by consulting with the SMEs in the current seiX of potential measurements. This

presents each potential variable to observe as a proportion
of the best one.

Perform global sensitivity analysis and consistency

checking to evaluate model adequacy.

Assess the model

i. Mutual information tables
“Conditional Probability Distributiodd the local tables or
functions Oinside® a node in a Bayesian network or
similar graphical probability model.

ii. Link strength graphs



CXY uses a scale in whicll is the current H(Y). It use an interventio operator 0||O rather than a regular
represents the proportion of uncertainty reduced, so that°nditioning operator OJO. (An intervention operator, often
mgansthatXfull)F/) dgterminesY y called Odo(x)O, blocks backwards inference, effectively
' cutting the links intoX.) Let P(Y|X) be the resulting
distribution in the original graph, and IBt(Y|}x) be the

3.2.2 Link Strength
ame in the new graph, with— ¥X. The link strength is

Ml is defined between any two nodes, or indeed sets 0 : A
nodes. However, it tends tiecreasavith the number of '31e expected distance between these two distributions:

links betweenX andY, because we usually lose certainty N o ‘ e
with each step. For example although the /., Plax) X Distance[ P(Y|lx). P(¥ x]
o o X EX

chain —A—5—(C—D—Y¥has strongihks at each \ye considered twdistance functions, Kullbackeibler

divergence (KLD) and NonOverlap. Although KLD is the
closest taMl, it is highly nonlinear and hard to interpret.
Therefore we have usddOverlap:

&
stage,the aggregate influenc@:-— ¥ is not very
strong Conversely, aEbertUphoff notes, high mutual
information does notreveal which of multiple paths

carries the weighindeed,somepathsmay be quite weak. P o .
A link strength mease allows us to examine the 1—Overlaplp.q) =1 - Z min{py . qy)
individual influenceof each arof interest x

Ebert-Uphoff Link Strength ) ) )
. ) 1-Overlap is a true distance measure ranging from 0O
EbertUphoff defined several measures of link strengthjgentical) to 1 (no overlap).

based on Mutual Information, drawing tive eatier work ) )
by Nicholson & JitnahThe two most impaant are true Following EbertUphoff (2007) a True measure weights

average link strength L(ST) and blind average link eachx by its marginal probabiy, while a Blind measure
assigns equal weight to i

strength(LSB). ) .
EbertUphoff wrote his scripts for the Matlaiased

LS;is the mutual information betweeX and Y, con Bayes Net Toolbox (BNTYXMurphy 2007)and IntelOs
. Probabilistic Network Library (BNTOs C++ offspring)
ditional onZ, the set of all the other parentsYof (Intel 2005) We implemented our variant in
Quiddity*Script (IET, 2007) It would be relatively easy
to do the same for NeticéNorsys 2008) Like Ebert
Uphoff, we rely on GraphvifAT&T, 2008) for the actual

LS, averages overX and Z using the actual joint graph drawing.Figure 2 shows an example.

distribution. In  contrastL.S; assumes OthaX,Z are useRobot Q
. . . . . . . H=92 H=80 H=100
independent and all uniformly distributed,O which gives

A0

us a simplified version of Ml that we can calculate ole
by inspecting conditional praibility table forY, without

performing any inference at all. As Eb&tphoff notes @ @
i R i ! H=100 H=73 H=72
this purely local measaris often quite useful, such as
50

when evaluating an expespecified CPT.

Cut Link Strength : O
Another approach is to compaPgY|x) with and without

the link ¥ = ¥. This was the Ogold standardO that 7
Nicholson & Jitnah(1998) used to evaluate their (link et
strengthlike) approximate inference. But we can afford to H=51

use th@ (0] | d Stand ard itse If Graphing 3 layers back from [inte[Potential]
Cut Link Strengths;
Method: blind link strength

L5;(X = V) =MI(XV|Z) =H(X|Z) - H(X|V.Z)

When cutting the ar¥ — ¥, we marginalizeover X, Scale : nonOverlap (0..100)

which leaves unchanged the marginal distributionYfor

However, if the arc was not completely superfluous, the Figure 2: Example Link Strength Graph for
new P(Y|x) will differ from the old for at least some X. Intelligence Potential.

To control for possible back paths lie— W — ¥ X, we



3.2.3 Sensitivity to CPT Parameters 4.1 IDENTIFY MOPS

If 'y is continuws, then by definition, Figure 4 shows the MOPs deemed relevant, and the

e ~ _ Boiyle) . . assumptions and considecats to use in the model. Note
Sensitivigy(ylx,e) ==7= which gives the slope along that the robot does not affect detection, so there are no
x of p(yle) near the current value &f For examplex may  Detection MOPs.

be a particular probability in a CPT, SUCh &S ey vy

P(tuberculosistrue | xray=true). There are efficient .. Robot may take longer than an EOD soldier
3nry |£) If the robot is unsuccessful, we still must use a soldier
- :;Y - us | n g on Iy 3 | nfe rence P(neutralize Distinguish disable from destroy
. Lo . by robot)
propag ations ' after Wh IC h q ue ryl ng ﬁbTat Slopeat anyx Casualties or  * Replace with generalized, qualitative P(damage)

is constant time. HOWeVer, even without that, we can jUS Damage per  * If Red detonates the IED during robot neutralization, soldiers are not

methods to calculate

. Attack exposed. The robot may be damaged or lost.

Vary the parameter over its rangel and pIOt the effeCt 0 « If the robot is unavailable, or fails, then a soldier will be at risk.

the MOPS Of interest. « If the IED is not spotted, robot has no effect on damage / casualties.
P(collecting « If Blue disables the IED, it can be examined for forensic intelligence.
valuable &Itfo Bll:ie detonates it, there may be some intelligence collected before the

etonation.
4 EXAMPLE Intelligence)  « [ Red detonates it, there is little intelligence gained.
This section providesan exampleapplying the rapid Figure 4. MOPs for the EOD Robot.

assessment methodology to alED initiative. We

modeled ageneric explosive ordnance disposdt@D) 4.2 GENERATE AN EXPLANAT ION

robotsuch as the onghown in Figure 3For our purposes, The explanation describes theflirencesof important
specific characteristics of the roboére unimportant.  system and:nvironmentalariables on the MOPs. In this

Rather, wewere concerned with broad Capabilities. Any exp|anati0m we assume that alED is present andhas
EOD robot provides a capability to remotely neutralize arheensuccessfully detected.

IED, either by disabling it or detonating it. Further, we . ) : .

assume that if the robot is unavailable or unsuccessful, an If a robot is avallablg and working correctly, it can be

EOD soldier will neutralize the IED. used to attempt to disable or detonate an IED.

- Ifthere is a red detation during neutralization, Blue
soldiers are not exposed. The robot may be damaged
or destroyed.

- If the robot is not available or not successful, a
soldier will be at risk while disabling the IED

- If the robot succeeds in disabling the IED, we can
gathe forensic inteligence

- Little intelligence can be collected if the robot
detonates the IED.

- Using the robot may take longer than using an EOD
soldier.

- If unsuccessful, a soldier must still disable the IED.

" B A WA el 4.3 IMPLEMENT THE EXPLAN ATION AS A
Figure3. Explosive Ordnance Disposal Robot PROBABILISTIC M ODEL.
To develop the model, we executed the five methodologur explanation can be transformed rather directly to a
steps structural model or graph, as shown in Figure 5or
. example, the top three nodes allow us to express that we
L |dentify relevant MOPs. will only use the robot if it is available (on this RCT) and
2. Generate an Explanation of how the initiative isready. The MOP clearTi me depends on the
expected to affect MOPs. robotResult : was the robot used, did Red detonate the
3. Implement the expnation as a probabilistic IED against the robot, or did it work (and if so, did i
model. disable or destroy the IED)?

Execute & analyze model to assess performance

5. Determine the sensitive parameters (SPs) to help
prioritize information collection.



CrobotReadiness) (robotAvaiIableD

redDetonation

redDetonatesRobot

robotResult

soldierDamage

probDisableSuccess

intelPotential

robotProbEffective

clearTime

If the robot is not available, then a soldier is at risk while
disablng the IED (Figure & The distribution reflects our
assumptions.

If a robot is available and it is working correctly, it can be
used to attempt to renady disable or detonate an IED.

We can see that this lowers the risk, but takes more time.
This distribution reflects the consequences of our
explanation and assumptiodthoughthe threedecimat
place estimate of &.84%probalility of disposalin under

10 minutesis not to be taken seriously, it is believable
that the robot increases the time, roughly as shoWwis

also believablehat the actual timbasa wide distribution,
itself an average of the distributions for variamecific
settings of various unobserved ancestor variables (and
conditioned on downstream evidence, if any).

Finally, our Intelligence MOP reflects our understanding
that if the robot succeeds in disabling the IED, it can be

clearDamagePotential

Figure 5. The Robot Explanation Model.

The next step is to specifiie domain of each variable. In
practice, the domain evolves with the struture, as
modeling choices are made. The model shown here
already the 6th revision The revision incorporates
feedback from modelers unfamiliar with Bayesian
networksto make it maoe intelligible

Local probability distributions for each node are
generated based on an available knowledge. Withot
engineering test dat#hey will by necessity be qutdtive
asessnents of theinfluence that that variables have on
each other.

examined for forensic intellence. Less intelligence can
be collected if the robot detonates the IED.

intelPotential
low  34.4 jme
med  27.6
high  38.0 i

intelPotential
low 648
med 352
high 0

44 EXECUTE & ANALYZE MODEL TO
ASSESS PERFORMANCE

Figure 7. Model Results &iowing Impact of Robot on
Intelligence Collection.

The quickest and most intuitive analysis is to interact wittd.5 DETERMINE THE SENSIT IVE
the model in a live session. The following screenshots are PARAMETERS (SPS)

taken from the Netica GUI.

An attractivefeature of an executée model ishe ease of

robotAvailable | clearDamagePotential clearTime
true 100 none 72.8 ——— Oto10 684m
false o i 1] robot 22.8 i 101020  20.2 p—m
soldier 438 20t030 24.7 p—
robotReadiness 30to40  21.5 p—
0to 06 oI 40to50 121
061007 oMM 50to60 110 fmm
071008 of | i 60to90 365m
08t00.9 of i i 31317
09to1 100
0.95 +0.029

model,

Figure 6. Model Results &iowing Impact of Robot
Availability on Damage Potential and Clear Time.

robotAvailabl | o geP ol clearTime
true o[ ¥ 1 none 70.0 |—— 0to 10 0
false 100 robot 0 10t020 35.0 i
soldier  30.0 sk 20t030 450 p———
30t040 15.0 mm
40t050 500pm
50 to 60 0
24 +88 for

robotAvailable

they dominate

performing sensitivity analysis. In a Bayesian network,
we look first at the mutual information between variables.
The mutual information betweefiandY is the amount of
uncertainty inY that we eliminate by knowing (and vice
Hiocn G versa). Tablel shows the Top 5 most influential variables
three main MOPs,
has valuetrue , and excluding
uninteresting variables such as deterministic Boolean
children of continuous OauxiliaryO variables that regresen
the true parameters of interest.

The key performance parameters (KPPs) here#are
P( Red [2tonates ) and the conditional probabily=
P( Red Detonates on Robot | Red Detonates ). In our
intrinsic parametessich as



reliability (Readiness) and effectiveness. After all, thebelow 60%. However, our chance of getting OHighO

main reason for using the robot is to preventialiies

ClearTime Intelligence Damage

Red Detonates (Red Detonates on Robot Red Detonation

Robot
Red Detonates ¢«

Red Detonation Red Detonation

Robot
Readiness P(Disable Success) P(Effective)
P(Effective) P(Effective) Readness
P(Disable Success) Readiness b

Table 1. Robot: Top 5 Sensitive Parameters by MOP.
Assumes the robot is available, and excludes
uninteresting nodes. Names are made into readable
English.

Table1 gives a ranking, and we can look at the mutuakelevant system and environmental variables.

information values themselves, but thosepresent

average effects. Figu&shows how MOPchange as we
move a variable througits range. Thdigure shows that
the effect of probability thatRed detonates the IED
against the robot is quite strang

Sensitivity to detonation during robot use
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0.0 0.2 0.4 0.6 0.8 1.0
P(Red detonates on robot | Red detonates)
Figure 8. Sensitivity Analysis showing the influence

of Red tactics: a command detonatiorof the IED on
the robot.

The size of the effect stems in part from considgtime
whole range of reliabilities, from @ 1. This is equivalent

intelligence drops from 50% to 0, which entirely reflects
our scenario and assumptions: as the robot is more
reliable, we are more likely to use it. If Red detonates on
the robot,that means we lose our chance for gathering
intelligence. More dramatic, but far less interesting, we
see that average time drops in half, from 36 min to 16 min.
This merely reflects the fact that once the IED detonates,
we donOt have to try to disableaitymore, which can
easily take an hour.

5 CONCLUSION

The rapid initiative evaluation methodology provides a
structured approach for assessing initiatives even when
there is little formal test data to support evaluation. The
modelng approach useelevantMOEs which provide a
consistent framework for evaluation. The graphical
structure of the BN supports clear communication to
decision makers about the influences and interactions of
Populating
the BN with loc& probability distributions, even when
they are informed only by qualitative expert knowledge,
makes the model executable. The executable model
supports whatf analysis or alternative scenarios that can
be used to asses the likely impact of the init@tiand
supportssensitivity analysis that can be used to identify
the important system variables to be evaluated during
formal testing.
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